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introduction

The credit erunch has brought the
financial sector to the center of me-
dia attention. This sector that spends
many millions of Euros on risk man-
agement had to report write-offe and
losses amounting to many billions.
How much more disturbing can
things become?

Many scholars and journalists have
written analyses about the things that
went wrong and which parties in this

big game should be blamed and how
much. Commonly heard accusations
inelude: legislators introducing fair
value accounting, investors demand-
ing too high returns, credit rating
agencies incorrectly valuing financial
products, regulators misjudging risk
profiles, executive management fail-
ing to grasp the complexity of their
own financial products, supervisory
beards granting inappropriate remu-
neration packages, risk managers us-
ing incorrect assumptions and data

in their risk gquantification models,
risk management functions without
sufficient influence, status or power,
auditors failing to ask the right ques-
tions, etc.

In this article I want to briefly ex-
plain the basics of risk management
and the application thereof in prac-
tice. The approach outlined below can
be applied to any level (e.g. group,
division, subsidiary, department, and
project) within an organization.
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Risk management - not just an
academic hobby horse

Companies and their shareholders
earn money by undertaking business
activities. Company management is
exposed to risks as a result of that.
In order to maximize profits, to en-
sure continuity, to avoid accidents,
ete. the executive management has to
manage a large variety of risks. That
makes risk management part and
parcel of their daily jobs.

Risk management is the ability of
management to successfully deal with
uncertainty. In daily practice each of
us deals with managing risks. Imag-
ine vou have to deliver a presentation
at a conference. You want to give an
online demo of a new application, re-
quiring broadband internet access. It
probably won't take vou long to im-
agine what could go wrong, resulting
into you not achieving vour objective
of impressing vour audience. Maybe
the wireless signal is too weak, the
bandwidth is insufficient, access is

only feasible by using a credit card,
etc. As you are responsible for de-
livering the presentation, you are
going to analyze which controls are
required to give you reasonable con-
fidence and assurance that you will
be able to deliver. Controls are man-
agement actions to achieve certain
objectives. In this case you may opt
for a cable connection instead of wire-
less, a second laptop or USB-stick as
back-up, timely availability of techni-
cal support staff, ete. That is to say
‘realistic’ controls, as some might be
too expensive or require too much ef-
fort. Obviously, you'll make sure that
you arrive on time, e.g. by staying the
night before. And you will consider a
suitable ‘Plan B’ in case the internet
connection doesn’t work at all, such
as showing off-line screen shots, ete.

Risk management - what it is all
about

‘Risks’ are future events that could
hamper the realization of your objec-
tives. lLikewise, ‘opportunities’ are
future events that could help the re-
alization of those objectives. Without
proper clarification of the scope and
the objectives in question, effective
risk management becomes hard to
achieve. The risks and controls in
question need to be identified and
prioritized. Responsible management
also needs to assess if those risks
are at acceptable levels and if the
organization is sufficiently equipped
to seize opportunities. This is the
design effectiveness assessment. In
other words, asking: “Are we doing
the right things?” To the extent that
1s not the case, management needs
to implement additional or improved
controls. Last but not least, man-
agement needs to establish that the
controls work as intended. In other
words they should ask: “Are we doing
(the agreed) things right?” This is the
operational effectiveness assessment.
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The evaluation of the design and
operational effectiveness forms the
basis for the conclusion whether the
organization is ‘in control’ or not. It
is also the basis for risk management
reporting to the supervisory board,
regulators, etc.

‘Value management’ - a better
term

Enterprise Risk Management (ERM)
is an organization-wide process to
identify potential events that might
impact the realization of business ob-
jectives. In order to ensure that the
risks remain within the desired risk
profile(s), measures are required to
ensure that the organizational objec-
tives are achieved. Traditional risk
management approaches the future
from a negative angle: a variety of
unpleasant things may happen that
should be avoided. Consequently,
risk management and performance
management were considered to be
separate worlds until recently. How-
ever, both profit and non-profit or-
ganizations can benefit from a more
integrated approach. The latter could
be labelled “value management”, i.e.
creating and preserving value within
the organization.

Making value management
more tangible

By focusing on ‘value’ the emphasis
shifts to the ‘assets’ of the organiza-
tion — in the broadest sense of the
word. So, not only tangible and finan-
cial fixed assets (such as equipment,
stocks, receivables and cash), but par-
ticularly also the intangibles (such
as patents, employvees, brands and
reputation). Assets contain value or
can be used to generate (additional)
value. For example, a good account
manager can ensure profitable con-
tracts. A very practical approach for
effectively applying risk management
in a specific situation is by focusing
on the key assets in question.
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internal control - unique for
gvery organization

Internal control is inextricably linked
with risk management. At the heart
of internal control is the aggregate
of measures (‘controls’) that manage-
ment takes in order to ensure that
certain objectives are realized. As
every organization has its own cul-
ture and every situation is unique,
risk management and internal con-
trol vary by entity. Differences relate
to: the expectations of the stakehold-
ers, the business model, the maturity
of the organization, the risk appetite
of the owners and management, ete.
In practice, risk management often
takes place in more implicit ways,
e.g. when making investment deci-
sions, when selecting suppliers, when
hiring employees, etc. Usually, the
analyses are performed by separate
functions or departments familiar
with specific risk categories, e.g. IT,
Treasury, Health & Safety, Environ-
mental, Finance & Controlling, etc.
Therefore, it is quite common that a
variety of separate, mostly independ-
ent, risk management systems exists,
implemented for historical reasons
and usually driven by regulators.

The benefits of good internal
controls

Many reasons can be mentioned why
management can benefit from effec-
tive internal control. The main ben-
efit is that it allows management to
achieve the organizational objectives
in a structured way. Good internal
control requires an overview of the
risk categories that matter, so that
they can be managed and prioritized
better. If management succeeds at
that, it becomes much easier to con-
vince bankers and other financiers
that their money is in safe hands.

That will result into lower risk pre-
miums, i.e. lower interest charges.

implementing value manage-
ment in practice

Good value management can help
management at all levels to achieve
their business objectives. Those objec-
tives are aimed at creating and pre-
serving value for their stakeholders,
such as: clients, employees, share-
holders, the government, regulators,
neighbours, etc. In order to achieve
those objectives, managers need take
measures for their areas of respon-
sibility. Those measures are known
within the organization as the ‘rules
of the house’, such as: charters, poli-
cies, procedures, instructions, manu-
als, etc.

Internal control in practice
Basically, internal control comes
down to ensuring that there are ad-
equate ‘rules of the house’ and that
they work as intended. Those rules
(both in writing and verbal) are in-
tended to steer the behavior of the
employees in the direction chosen by
management. Those rules have been
implemented in the course of time and
sometimes maintained poorly due to
cutbacks in expenditure, the depar-
ture of employees, reorganizations,
changes in processes, etc. Factors
like these make it hard for manage-
ment in question to keep an overview
of their own rules. This in turn can
lead to situations that conflicting
rules are issued, causing confusion
for the employees in question. That is
why the ‘governance’ of the rules is so
important and essential to avoid an
excessive ‘control burden’ by balanc-
ing costs and efforts of controls ver-
sus the reduction of risk exposure.

The jevel of formalization

In practice many important internal
control activities are carried out im-
plicitly, ie. management and other
employees often aren’t even aware of
their risk considerations. Typically,
the larger, older and more complex
the organization is, the more formal-
ized is the internal control structure.
For larger organizations, particularly
those that are monitored by external
parties like regulators, it is crucial that
management can substantiate that it
is ‘in control’ over the realization of
their objectives. Consequently, more
information needs to be documented,
analyzed, reported, etc. The extent to
which this needs to take place obvious-
ly depends on the laws and regulations
in a particular situation.

Achieving effective internal

control

The following steps are important to

get and stay ‘in control’. They can be

applied to every level within an or-
ganization.

1. Determine the objectives, aimed
at creating and preserving value
for the stakeholders. In addition,
determine the extent of acceptable
deviation.

2. Analyze which future events could
hamper (risks) or help (opportu-
nities) the achievement of the or-
ganizational objectives. This step
is about the identification and
weighing of potential events that
could impact the realization of
those objectives.



3. Inventory and document the cur-

rent controls, aimed at ensuring
the realization of the business ob-
jectives.

4. Determine whether the current
controls are sufficient to ensure
that the deviations of the desired
results are within acceptable lim-
its. In addition, decide which con-
trols need to be implemented or
improved and which ones are re-
dundant.

5. Properly document the ‘rules of
the house’, so that those respon-
sible know what is expected from
them and implement the neces-
sary modifications.

6. Monitor whether the ‘rules of the
house’ are being followed through
daily management supervision,
business reviews, control self-as-
sessments, (internal and external)
audits, inspections, etc.

. Evaluate to which extent the busi-
ness objectives are realized and

which internal control improve-
ments are required. This is also
the basis for the risk management
reporting to the oversight func-

tions.

Finding the right balance

Value management is rather art than

=cience, It is about management’s
mpetences to deal with the uncer-

—-nt. e.g. about what the stakehold-
= really want, what the likelihood

~ttzctz of the risks and opportu-
= ~-= ar=. what the adequacy and ef-

fectiveness are of the measures taken
by management, balancing costs and
benefits, And particularly, judgement
regarding balancing the perceived
and the desired (i.e. based on the risk
appetite) risk profiles.

Determining risk tolerance in

practice

Risk appetite is about the likelihood

and impact deemed acceptable for

specific (undesirable) events, e.g.:

* How much money is management
allowed (e.g. by regulators), will-
ing (e.g. by the supervisory board)
or able (e.g. in view of the financial
position) to loose, if a large new
product development project turns
out to be not successful?

How long is management willing to
accept (start-up) losses caused by a
new branch or outlet?

How many and how serious com-
plaints from customers does com-
pany management consider ‘rea-
sonable’, ‘normal’, ete.?

Risk appetite can be determined in
practice simply by asking responsible
management about:

.

Specific future situations deemed
unacceptable;

accidents, write-offs,
losses, ete. that stakeholders view
as (totally) unacceptable;

Circumstances that require imme-

Incidents,

diate management action and esca-
lation.

Who should be responsible for
what?

It is the role of top management to
define the areas of responsibility for
each of the functions within the organ-
ization. Effective risk management
requires clear setting, cascading and
communication of the business objec-
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tives. Business processes and initia-
tives exist to realize these objectives in
practice. [t must be clear to the proc-
ess owner, usually line management
of an organizational entity, what the
requirements are, stipulated by third
parties (e.g. governmental and regula-
tory agencies) versus the matters that
are left at their discretion. Fach proc-
ess owner then needs to determine
which controls are suitable, in view of
the perceived risks, cost-benefit con-
siderations, etc. Last but not least (s)
he also needs to monitor if the quality
of the business process or initiative is
within acceptable tolerances. Based
on that (s)he can then report on the
status of ‘in control’.

Explicitly deciding about the
‘rules of the house’

Deliberately deciding not to stipulate
‘rules of the house’ implies that direct-
ing and controlling of the situation
ig left to the own judgement of line
management in question. The ben-
efits of the freedom to make decisions
locally can outweigh the benefits of
centralization and standardization.
Examples include: gelection of suppli-
ers, background checks, flexible office
hours, teleworking, salary ranges, in-
ternet usage, ete.

Many organizations struggle with

making their internal rules specific,

transparent, accessible, ete. This in-

cludes questions such as:

a. Who ecan issue which ‘rules of the
house’ and how often?

b. Are our rules clear for the intended
audience and mutually consistent?

¢. Have our rules been documented
in ways that facilitate mainte-
nance in the future?

d. Are our rules updated on a timely
hasis?
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e. Do we have too many rules?

f. Can we leave more at the discretion
of our managers and employees?

g. Are our internal rules sufficiently
transparent for our regulators?

It is recommended to use the or-
ganization’s intranet as the one stop
repository for all the ‘rules of the
house’. That infrastructure will also
facilitate accessibility and regular
updates of all relevant rules.

What is needed in practic

Several key aspects of the organiza-

tion’s culture and management report-

ing appear to be powerful enablers of

successful Enterprise Risk Manage-
ment in practice. They include:

1. The univecal support of top man-
agement and their attitude (un-
derscoring the importance of in-
ternal control, making people feel
responsible for it, walking their
own talk, dealing with resistance
where needed, punishing those
who violate the ‘rules of the house’,
ete.).

9. The allocation of responsibilities
for the realization of objectives,
hence also for managing the relat-
ed risks and opportunities. Clearly
linking risk categories to respon-

sibilities within the organization
avoids gaps, overlaps and incon-
sistencies in risk coverage. Gaps
can arise, when e.g. everyone as-
sumes that somebody else takes
care of managing a given risk.

. Aligning the incentives and re-

wards systems with effectively
managing the risk exposures
within the organization’s risk ap-
petite. Excessive short-terminism,
coupled with a lack of accountabil-
ity can have disastrous economic

effects.

. Including key indicators (e.g. per-

formance or risk indicators) in the
existing management reporting
appears to be a very effective way
to inform those responsible for
achieving the objectives about the
quality of the business processes.
Defining bandwidths to business
objectives (Trisk tolerances’) can
be used to apply the concept of
‘risk appetite’ in practice. How-
ever, carefully selecting a suitable
number of key indicators turns out
to be a challenge for many organi-

zations.

A key lesson learned from the
credit crunch
Risk management is all about human

behaviour and capabilities. Behav-
iour is only predictable to a certain
extent. It is also influenced by factors
such as: greed, herd reflexes, short
term focus, incomplete information,
limited judgement, ete. Nevertheless,
applying the integrated risk manage-
ment approach ocutlined in this arti-
cle can help boards to create and pre-
serve value for their organizations in
practice. Provided it is always based
on sound integrity principles.




